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Uncovering the Hidden Web, Part I:
Finding What the Search Engines Don’t

Marcia Mardis

urrently, theWorld Wide Web containsan estimated 7.4 mil-

lionsites(OCLC, 2001). Y et even the most experienced search-
er, using themost robust search engines, can accessonly about 16%
of these pages (Dahn, 2001). The other 84% of the publicly available
informationontheWebisreferredto asthe“hidden,” “invisible,” or
“deep” Web.

Despitethe explosionin Web content, commonly used search pro-
cesseshavenot changed significantly sincetheWeb' sinception. In-
formation iscommonly found now asit wasten yearsago, with di-
rectories and search engines. But the ever-quickening pace of the
World WideWeb' sgrowth demandsan expanded set of searchtools
and skills. Thisarticle providestipson augmenting traditional search
techniqueswith knowledge of the hidden Web, hel ping readersto
accesssomeof theWeb’ smost val uablecontent.

The Wrath of the Math

Recent studies estimate the size of the hidden Web to be about
500 timeslarger than the size of the known “ surface” Web indexed
by search engines. Therearebillionsof documentsobscuredin data
bases, writtenin non-HTML formats, and hosted through non-http
means. According to experts (Bergman, 2000), the hidden Web is
conprised of :
¢ Nearly 550 billionindividual documents
¢ Thelargest growing category of new information onthelnternet
¢ Contentthat ishighly relevant to every information need, market

and domain
¢+ Morefocused content than surface Web sites
¢ Total quality content that isup to 2,000 timesgreater than that of

the surface Web
¢ 95% publicly accessibleinformation not subject to feesor sub-
scriptions.

What do all of these characterizations mean intermsof content?
The hidden Web contains current news articles, image collections
from museums, and specialized databasesfull of discipline specific
research and reports (ERIC documents being only one exampl e of
thousands), U.S. Censusinformation, and so on. Toolsto accessmore
of the Web are nascent, but they aregrowing.

The Way We Are Now

Directorieslike Y ahoo (http://www.yahoo.com) and About.com
(http://www.about.com) are human-mediated collections of reviewed
and categorized links. Usersbrowsethrough categoriesby clicking
ever-narrower subject lists. Sinceadirectory’ sstaff canonly review
and classify afinite number of sites, directories simply cannot keep
pacewith the explosion of Web content.

AllTheWeb (http://www.alltheweb.com) and Google (http://
www.google.com) areexamplesof traditional search enginesthat use
spidering programs. When the spider program executes, it startsat a
specified Web page, indexesthat page’ s content, and follows any
hyperlinksonthat page. Theprocessisrepeated at the destination of
each of the hyperlinks. Inthisway, the program crawlsandindexesa
web of hyperlinked pages.

When auser enterstermsinto theengine' ssearch box, thoseterms
are matched in the engine’ sindex; the terms are not found on the
“live” Web. Therefore, search enginesallow usersto go beyondthe
classification preferencesof directory editorstogaintermlevel con-
trol over search results. Metasearch tools like Ixquick (http://
www.ixquick.com) and MetaCrawler (http://www.metacrawler.com)
extend the search engine principleby allowing userstorunaquery in
multiple search enginessimultaneously.

WhileWeb directoriesare obviously constrained by human lim-
its, search enginesfail becausethey primarily index documentswrit-
teninHTML. Spiderscannotindex pagesgenerated dynamically like
those in Microsoft’ s Searchable Knowledge Base and documents
written using methodslike Adobe Acrobat, Active Server Pages, or
Cold Fusion. Likewise, database contentsare excluded fromthein-
dexing process; spiderscannot transform search termsin database
queriesor completealogin process. And, in many instances, proto-
colsother thanHTTP (e.g., FTP, gopher) areexcluded.

Finding the Hidden Web

Thefirst step to accessing the hidden Web is much like that of
other search processes: usefamiliar and reliableresources. Although
directories offer limitations as primary search tools, directory cat-
egoriesoften contain hidden Web databases. Al so, professional jour-
nal sand magazines provide awealth of current knowledge; ook for
reviewsof new referencetoolsand subject directories. Inadditionto
these basic steps, Web-based and desktop solutionsareavailableto
accessthe hidden Web.

With over 7,000 topic-specific databases, thereisno way to ac-
cessevery hidden Web resource. But, Web-based gateways, collec-
tions, and desktop tool s point to specialized databases. Thesetools
are most effective when afew of them are used regularly and inte-
gratedintoanoverall search strategy.

A Smattering of Solutions

Around theWeb in 80 Sites: The Best of the Invisible Web
(http://websearch.about.com/library/blow2000.htm)
Thesearch gurusat About.com created thislist of hidden Web
resources strong in categorization and expert sel ection.



Direct Search (http://gwis2.circ.gwu.edu/~gprice/direct.htm)
Providesaccesstothesearchinterfacesof resourcesthat arenot
easily located with major search engines. Thisresourceiscon-
sidered by many librariansto bethe key hidden Web resource.

Infomine (http://infomine.ucr.edu/)
A virtua library and reference tool containing highly useful
Internet resourcesincluding databases, electronicjournals, elec-
tronic booksand many other typesof informationinabroad range
of subject areasandreadinglevels.

LexiBot (http://www.lexibot.com/)

Desktop softwarethat isableto make dozens of queriessimulta-
neously. Surface and hidden Web resultsaretested for dead links
and presentedinaformat that all owspreviewing or Web browser
viewing. Madefor PCsonly, thistool isfreetotry.

Searchability: GuidesTo Specialized Search Engines
(http://www.searchability.com)

A gateway sitewithanannotated list of thousandsof search en-
ginescovering hundredsof subjects. Descriptionsincludesize,
specificity, and some aspects of collection quality.

SearchEngineGuide.Com: The Guideto Search Engines, Portals,
and Directories (http://searchengineguide.com/)

Currently indexesa most four thousand search engines. Browse
for search enginesby category or usethekeyword search feature.
Each entry providesabrief summary.

Quality Should Be Job One

The claim that the hidden Web surpassesthe quality of thesurface
Web isjustified by compelling arguments. First, the hidden Webis
primarily composed of databases. A sitethat employsasearchable
databaseisprobably current, since Web-accessibledatabasesarefairly
new phenomena. Also, asitethat putseffort toward collecting and
publishing information in adatabaseisusually vested in thetopic
area.

For exampl e, the Researching Librarian (http://www2.msstate.edu/
~kerjsmit/trl/) listsmany sitesthat contain information of interest to
information scientists; themost valuableand current information can
befoundinthesiteslistedinthedatabase section.

The second argument for the hidden Web’ ssuperior quality isthat
traditional search enginesoverwhelmingly favor sitesinthe burgeon-
ing commercial domain (O’ Leary, 2000). Since search engines can
only find sitesthat havelinksto them from other pages, userstend to
put linksontheir pagesto popul ar and well-known commercial sites.
Also, sites produced by nonprofit and educational entitiesdo not re-
celvethe sameadvertising and brand namerecognition that commer-
cial sitesenjoy.

Commercial sitesare by no meansconsistently unreliable. How-
ever, educational and nonprofit entitiesthat conduct researchin cer-
tain disciplinesare often excludedintraditional searches. The best
source of information isan expert; hidden Web databases point to
specialized and authoritativeresources.

Wanted: Magic Bullet

AlthoughtheWebisoftenthefirst placetolook, itisnot neces-
sarily the best placetolook. The hidden Web and other Web-based
information resources should be seen as part of an information re-
trieval processthat includes books, serial's, and subscription data-
bases. Thefrontier of theWorld WideWebyieldsarangeof quality,
currency, authority, and stability levels, so quality issuesshould bea

priority indiscussionsof information retrieval and in searchingin-
struction.

After using the hidden Web sites, many searchersare di sappointed
by the need to search each databaseindividually. But search tools
havenot evol ved to the point wherethe power of asearch enginecan
be seamlessly combined with the quality and depth of the hidden
Web. Thereisno magic bullet; researchisaprocessof carefully un-
covering obscured information, not exposing the obvious.
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